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• Jailbreak Attack: Given a LLM M and a question x that is deemed

forbidden, a jailbreak attack can be defined as a function y = A(M, x),

where the objective is to derive a response y that is considered

harmful in the context of the forbidden query x.

• Jailbreak Attempt Evaluation: When a jailbreak attack is executed,

resulting in the jailbreak attempt (x, y), an evaluation oracle O will

provide a binary output. Specifically, O(x, y) = 1 indicates the

response y fulfills the forbidden intent of x in a harmful way, and 0

indicates otherwise.
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There is no consensus on how to evaluate whether a

jailbreak attempt is successful or not. To address this

gap, we conduct a thorough and systematic analysis

of the jailbreak evaluation methodologies, drawing

from nearly ninety jailbreak research released

between May 2023 and April 2024.

Safety Evaluation Methods over Time Framework of JailbreakEval

JailbreakEval aims to bring the evaluators together in a unified manner, making

them straightforward to access, select, and craft. Within this framework, the

Jailbreak Evaluator is divided into several subclasses. Each subclass is equipped

with a suite of configurable parameters, enabling tailored evaluation strategies.

Evaluation Results for Safe-RLHF and JAILJUDGE Datasets

JailbreakEval serves as a Python package and a Com-

mand Line Interface to evaluate jailbreak attacks out-

of-the-box

• Python Package: JailbreakEval is shipped as a 

Python Package in PyPI.

• Command Line Interface: JailbreakEval provides 

a Command Line Interface (CLI) to evaluate the 

jailbreak. attempts. 

The Usage of JailbreakEval

https://github.com/ThuCCSLab/JailbreakEval

ThuCCSLabJailbreakEval Awesome-LM-SSP

https://pypi.org/project/jailbreakeval/
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